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uNlvERStTy or cnllcur
CALICUT UNIVERSITY INSTITUTE OF ENGINEERING AND TECHNOLOGY

No : 32608/CUIET-A-AS ST- 1/20 I 3/CU Dare :03.09.2015

TENDER NOIICE

-lenders 
are invited for tlte purchase of UTM Firewallto Calicut LJrriversity tnsiitute ot

Engineering and Technology, l(ohinoor, with the following harclware & software specifications:

A) General Requirements

-l-he 
Prodcut should be ISO cerifiecl

The Firewall should sr.rpport "stateful" packet inspection technology& should be ICSA & Common criteria
EAL4+ Certifiecl
Appliance should be Rack Mountable.
The platform mLlst use a hardenecl OS.
The proposed device should support High Availability ActiveiPassive arrclActive/Active.
Licensing should be as per device and not user/lP based (should support unlimitecl users).
FirewallArchitecture should be on Multicore parallel processing.
The firewall should be supplied with the support for RIP vZ, OSpf & BGp routing prgtocols
All the nrulticast traffic to pass through the firewall.
The firewall systenr shor"rld bandwidth management.
The firewall systenr shoulcl have SSL VpN functionality.
Tlte device should strpport for user autlrentication at the firewallsystem for alllCp/lp applicatiorrs .
Proposecl solutiott should llave lntegratecl Web filter, Application iontrol, gateway Antivirus, lpS.

Banclwidth Managemet .

Proposed Solution should strpport future integrations of Wetr-application firewall with out HW charrge 
"Proposed solution shoulcl have lpv6 reacly Golcl Logo certification.

Proposed Solution shoulcl block attacks snch as DoS, port scanning, lpilCMp/TCp-related.
Proposed Solution shor-rld sr"rpport On-appliance reporting with rninil"num 250 Gb clrive or Shall be

external hardware soh"rtion supporting the sanre.

B) TNTERFACE &CONNECT|V|TY REQUIREMENTS

1'he platform must be supplied with at least 10 Nos of 1ot1ool1000Mbps fixed copper interfaces.
The platform should support VLAN tagging (IEEE 802.1q)
The device should support Outbouncl ISP LoarJbalancing & failover among minimum 3 lSp as well as

lnbound DNS based loarJbalancing .

c) pERFORMANCE REQUTREMENTS

The Product must support at teast 30,00,000 concurrent connections
The Product must support at least 8s,000 rrew sessions per seconr.l processing.
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The Product shourr, support a rninimum of 10,000 Mbps Firewar,rroLrghpurt.T.e procruct shourci support minimum rps throughpLrt'or::ooo Mbps.l he product shourcr support Antivirus flrrougrrput of minimum 2500 Mbps.

D) FIREWALLLOGGING, AND REPORTING REQUIREMENTS

The proposed u-rM,mttst have on-Appliance, integrated reportirrg solution with minimum 250GBHarddrive or Externar hardware l:asecr sotr-,iiln sLrpporting the sarne.T'he proposed U"fM shor-rlcj attow customization of reports.T'e proposecr ur, shourcr arow exporting of reports in pDF and Excer format.-Ihe proposed urM should provide uetaiteo reports ror att riies uploaclerJ via Hl-Tp or HTTps protocol.Thereport shourd incrude username/rp adcrress/uRL/Fire narne/Date and l-ime.

Jl;::"p'secj 
urM shoulcl provide data transfer reports on tr* lrasis of apptication, usernanre, tp

The proposecr UTM shourcJ faciritate sending of reports r:n emair acJdress.The proposed urM shouldlsupportnuuiunffacility to tracklii'activity carried out on the appliance.The proposed urM should be'capaule'or t6reniic'anaivli, tl'rrurp oiganizrtionr'rl"or*trr"t the sequenceof events that occurred at flre tinre r:f security hreach.
The proposed urM should have customizable email alerts/automatecl Report scheduling .The proposed uIM shoulcl provicle reports for all blocked attempts by usersiip adcJress.

E) FIREWALL REQUIREMENTS

'1 The Firewallshould.also sltpport the standard Layer 3 nrode of configuration with lnterface lp,s. lt shouldbe possibte to protect the firewail poii.i*}ro, f*i,ig;on,pr;r*a2 The Firewall mLtst provide r'rer'rrinctionatity inctu"oing dy";;;;j. and static NAT transrations.3 The Firewall mtrst provide filtering .rp"rririiv ilrat incriroer l"Lru,urs rike identity, source acrdresses,destination addresses, sorrrce ancJ destination port-rrulnbers, protocor type etc4 The Firewail sho,rcr be abre to rirteilianic even if ilre packe[s are fragmented.5'The Firewall should support autrrentication protocors rire r-nnp, RADrus, MicrosoftAD etc
fri!::ffit1[i::,Jl|ffiXH:l"n"Lo r'rnr'.,pntir,ti"-",",[p,,ung arr ai,pncatiJ",',,0 services-incrudins
T.Support for Filtering tip basect applicatiorrs.
B shoutd supporr cr_ia cur [;;;i#;;; r. the firewalt mocir:les.9 Localaccess to firewa, moclures .no.,r.iupport rore based access.10 The proposed urM shoulcl .upporiurlr-oerineci nr,rrti-ione lecurity architecture.l l.Solution shoulcl sltpport countiy basld Utoct<ing.

F) tNTRUS|ON PREVENTION SYSTEM

all,--H'"*ecl 
UTM shoulcllharre signature-basecl arrd protocoranomary- based Intrusion prevention

IPS must have ilre atrility to adcl Custom signatures via GUl.

,[#l:;;;;lr-rtion 
shorjlcl be either lcsA labs or westcoasr tabs checkmark certified with a minimum of

separate rogs for rps is reqr-rired wrricrr can be anarysecl from flre console.IPS shoLrld be integrated system wittr firewall.

G) WEB FILTERING&AppLtcATtoN coNTROL
ProposerJ ul-[l shoukl have category based web filtering solution with B'+web-categories as well as anApplication control database of 2000 or more Signatures



Tlre proposed Web filter solution shoulcl be able to blocl< I-ITTPS based URLs, URL based on regular

expression, URL translation request and any HTTP / HTTPS upload traffic.

The proposecl solr-rtion must identify (Allow/Block/l-og) the applications regardless of port, protocols,

encryption including SSLiTLS.The proposed UTM must be capable of blocking the Applications that allow

file transfer, Online Games. lnstant Messengers (lncluding Non-English Versions), Peerto-Peer (P2P)

applications (lncluding Non-English Versions), Browser Based Proxy (Regardless of lP address or Port

Number), Web 2.0 based applications (Facebook, CRM etc), Applications that provide Remote Control, All

type of streaming rneclia (Both Web and Software Based), VOIP Applications, HI-TPS based Micro-Apps

like Facebook chat, YouTr:be video upload etc.

H) BANDWIDTH MANAGEMENT

Proposed UTM should support traffic shaping User-ldentity & Application based i
Proposed UTM should support to assign bandwidth Guaranteed as well as burstable/thresholcl .

Proposecl UTM shoulcl support for Control of Bandwidth assigned to Web-Categories lrased on Business

relevance or web category based traffic management .

Proposed UTIVI report Bandwidth utilization happening over lSPs.

U GATEWAYANTIVIRUS 
:

l.Gateway Antivirr-rs solutiori slrould be ICSA labs or West coast Labs Checkmark certified.

2.Solution should support AV scanning for SMTP, SMTPS, POP3, IMAP, HTTP, HTTPS & FTP protocol.

3.For SMTP &SMTPS traffic, the proposed UTM should support following actions for infected, suspicious or

protected attachments mails.

a. Drop mail

b. Deliver the rnailwitltout attachment

c. Deliver original mail

d. t lotify administrator

4. The proposecl UTM should support rnultiple anti-virus policies based on sender/recipient email address

or address group,

5. The proposed UTM should r"rpdate the signature database at a freqr:ency of less tlran one hour and it

should also support manual update.

6.For POP3 an<J IMAP traffic, the proposed UTM should strip the virus infected attachment and then notify

the recipient and administrator .

7.The proposecl UTM should scan lrttp traffic basecl on username, source/destination lP address or URL

based regular expression.

B. The proposed UTM should provide the option to bypass scanning for specific I-ITTP traffic.

g.solution Should support future integration of Web Application firewall protection without HW change with



minimum of 1000 Mbps wAF throughput as well as minimum2000 Flrrp;equest ;:er second

10.The proposecl sotr-rtion shoutd support protocot like HTTp/O .gt1.at1.1 &xML.

1l-.The proposed solution shoul<J support below_

a) Cookie Protecticlns Measures

b) Session Attacks Mitigation

c) Cryptographic URL and parameter protection

d) Strict Request Flow Enforcement

e) HTTPS (SSL) encryption offtoading

f)Banner-g ra bbin g Protection

g) llidclen field manipLrlation protection

h) SOL injection Protection

i) OS cornmand injection protection

j) Cross-site scripting protection (XSS)
k) Dangling pointer protection

l)Stealth comnrancling protection

nr) Buffer overrun protection

n) URl"- Hardening engine

o)Form field meta data validation
p) Directory traversal prevention

q) Response control

r) Outbound data theft protection

s) Protocol limit checks

J) Shoulcl be quoted with 3 year Subscription

Tender forms can be downloaded
www. universityof ca1-icut. ir"rf o.
Cost of Tender form z 0.28 of the cost of tendernearest murtiple of r00 subject to a minimum of
maximum of Rs.1,500/-+VATG5B ) .
EMD : 18 of the quoted rate subject to a minimum of Rs.i-n favour of the Finance officerruniversity of caricut.
sealecl and superscribed tenclers shoulcl reach tlre unclersignecl orr or before 19/09/2015.
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Dr. Rahmathunza

Principal

& 24 * 7 support (License)

f::om 1;he Un-iversity websj-te

rounded to the
Rs.400/- and a

1,500/- drawn
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